Information Technology and Law Series

Volume 21

For further volumes:
http://www.springer.com/series/8857


http://www.springer.com/series/8857

Nicole S. van der Meulen

Financial Identity Theft

Context, Challenges and Countermeasures

T-M-C-ASSER PRESS @Springer



Dr. Nicole S. van der Meulen
The Centre of Expertise (HEC)
van de Spiegelstraat 12

2518 ET The Hague

The Netherlands

e-mail: n.van.der.meulen@hec.nl

ISSN 1570-2782
ISBN 978-90-6704-813-2 e-ISBN 978-90-6704-814-9
DOI 10.1007/978-90-6704-814-9

Library of Congress Control Number: 2011937431
© T.M.C. Asser PRESS, The Hague, The Netherlands, and the author 2011

Published by T.M.c. Asser Press, The Hague, The Netherlands www.asserpress.nl
Produced and distributed for T.M.c. ASSER PRESS by Springer-Verlag Berlin Heidelberg

No part of this work may be reproduced, stored in a retrieval system, or transmitted in any form or by
any means, electronic, mechanical, photocopying, microfilming, recording or otherwise, without written
permission from the Publisher, with the exception of any material supplied specifically for the purpose
of being entered and executed on a computer system, for exclusive use by the purchaser of the work.
The use of general descriptive names, registered names, trademarks, etc. in this publication does not
imply, even in the absence of a specific statement, that such names are exempt from the relevant
protective laws and regulations and therefore free for general use.

Cover design: eStudio Calamar, Berlin/Figueres
Printed on acid-free paper

Springer is part of Springer Science+Business Media (www.springer.com)


www.asserpress.nl

Series Information

The Information Technology & Law Series was an initiative of ITeR, the National
programme for Information Technology and Law, which is a research programme
set up by the Dutch government and the Netherlands Organisation for Scientific
Research (NWO) in The Hague. Since 1995 ITeR has published all of its research
results in its own book series. In 2002 ITeR launched the present internationally
orientated and English language Information Technology & Law Series. This series
deals with the implications of information technology for legal systems and
institutions. It is not restricted to publishing ITeR’s research results. Hence,
authors are invited and encouraged to submit their manuscripts for inclusion.
Manuscripts and related correspondence can be sent to the Series’ Editorial Office,
which will also gladly provide more information concerning editorial standards
and procedures.

Editorial Office

eLaw&Leiden, Centre for Law in the Information Society
Leiden University

P.O. Box 9520

2300 RA Leiden

The Netherlands

Tel.: +31-71-527-7846

e-mail: ital @law.leidenuniv.nl

A.H.J. Schmidt, Editor-in-Chief
eLaw@Leiden, Centre for Law in the Information Society, Leiden University,
The Netherlands

Chr.A. Alberdingk Thijm, Editor
SOLV Advocaten, Amsterdam, The Netherlands

F.A.M. van der Klaauw-Koops, Editor
eLaw@Leiden, Centre for Law in the Information Society, Leiden University,
The Netherlands

Ph.E. van Tongeren, Publishing Editor
T.M.C. AsseR PRESS, The Hague, The Netherlands



Contents

1 Imtroduction ............. .. .. ... . . ... . .. ...
1.1 Background ......... ... .. ... ...
1.1.1 The Emergence of a Problem. .. .................

1.1.2 Prevalence .. ......... ... ... ...

113 VICHMS . . . oo e e e

1.1.4 Beyond the United States. . ... ..................

1.2 Theoretical Framework and Research Question. . ...........

1.3 Approach .. ... ... . ...

1.4 Limitations . . . .. .. .ottt e

1.5 Roadmap for Readers. . . ............ ... .. .. .. ......

2 Definitional Dilemmas . .. ..............................
2.1 Problem Definition . ............. ... .. ... .. ... .....
2.2 The Search for a Definition . .........................

2.3 Financial Identity Theft . .. .......... .. .. .. .. ... ......
24 ConcluSion . . ....... .. e

3 State as Protector . ............ ... .. ... .. ... ... .. .. ...
3.1 Criminal Legislation . .......... ... ... ... ... ........
3.1.1 United States . . ........... ... ...

3.1.2 The Netherlands . . .. .........................

3.2 Criminal Law Enforcement. . .. .......................
32.1 United States .. .......... ... ... i,

322 TheNetherlands . . ... ........................

3.2.3 Transnational Enforcement. . . ... ................

3.3 Data Protection Legislation. . .. .......................
33.1 United States .. ......... ...,

3.3.2 The Netherlands

25
26
27
31
36

39
40
40
47
52
52
56
59
62
63
73

vii


http://dx.doi.org/10.1007/978-90-6704-814-9_1
http://dx.doi.org/10.1007/978-90-6704-814-9_1
http://dx.doi.org/10.1007/978-90-6704-814-9_1#Sec1
http://dx.doi.org/10.1007/978-90-6704-814-9_1#Sec1
http://dx.doi.org/10.1007/978-90-6704-814-9_1#Sec2
http://dx.doi.org/10.1007/978-90-6704-814-9_1#Sec2
http://dx.doi.org/10.1007/978-90-6704-814-9_1#Sec3
http://dx.doi.org/10.1007/978-90-6704-814-9_1#Sec3
http://dx.doi.org/10.1007/978-90-6704-814-9_1#Sec4
http://dx.doi.org/10.1007/978-90-6704-814-9_1#Sec4
http://dx.doi.org/10.1007/978-90-6704-814-9_1#Sec5
http://dx.doi.org/10.1007/978-90-6704-814-9_1#Sec5
http://dx.doi.org/10.1007/978-90-6704-814-9_1#Sec6
http://dx.doi.org/10.1007/978-90-6704-814-9_1#Sec6
http://dx.doi.org/10.1007/978-90-6704-814-9_1#Sec7
http://dx.doi.org/10.1007/978-90-6704-814-9_1#Sec7
http://dx.doi.org/10.1007/978-90-6704-814-9_1#Sec8
http://dx.doi.org/10.1007/978-90-6704-814-9_1#Sec8
http://dx.doi.org/10.1007/978-90-6704-814-9_1#Sec9
http://dx.doi.org/10.1007/978-90-6704-814-9_1#Sec9
http://dx.doi.org/10.1007/978-90-6704-814-9_2
http://dx.doi.org/10.1007/978-90-6704-814-9_2
http://dx.doi.org/10.1007/978-90-6704-814-9_2#Sec1
http://dx.doi.org/10.1007/978-90-6704-814-9_2#Sec1
http://dx.doi.org/10.1007/978-90-6704-814-9_2#Sec2
http://dx.doi.org/10.1007/978-90-6704-814-9_2#Sec2
http://dx.doi.org/10.1007/978-90-6704-814-9_2#Sec3
http://dx.doi.org/10.1007/978-90-6704-814-9_2#Sec3
http://dx.doi.org/10.1007/978-90-6704-814-9_2#Sec4
http://dx.doi.org/10.1007/978-90-6704-814-9_2#Sec4
http://dx.doi.org/10.1007/978-90-6704-814-9_3
http://dx.doi.org/10.1007/978-90-6704-814-9_3
http://dx.doi.org/10.1007/978-90-6704-814-9_3#Sec1
http://dx.doi.org/10.1007/978-90-6704-814-9_3#Sec1
http://dx.doi.org/10.1007/978-90-6704-814-9_3#Sec2
http://dx.doi.org/10.1007/978-90-6704-814-9_3#Sec2
http://dx.doi.org/10.1007/978-90-6704-814-9_3#Sec3
http://dx.doi.org/10.1007/978-90-6704-814-9_3#Sec3
http://dx.doi.org/10.1007/978-90-6704-814-9_3#Sec4
http://dx.doi.org/10.1007/978-90-6704-814-9_3#Sec4
http://dx.doi.org/10.1007/978-90-6704-814-9_3#Sec5
http://dx.doi.org/10.1007/978-90-6704-814-9_3#Sec5
http://dx.doi.org/10.1007/978-90-6704-814-9_3#Sec6
http://dx.doi.org/10.1007/978-90-6704-814-9_3#Sec6
http://dx.doi.org/10.1007/978-90-6704-814-9_3#Sec7
http://dx.doi.org/10.1007/978-90-6704-814-9_3#Sec7
http://dx.doi.org/10.1007/978-90-6704-814-9_3#Sec8
http://dx.doi.org/10.1007/978-90-6704-814-9_3#Sec8
http://dx.doi.org/10.1007/978-90-6704-814-9_3#Sec9
http://dx.doi.org/10.1007/978-90-6704-814-9_3#Sec9
http://dx.doi.org/10.1007/978-90-6704-814-9_3#Sec10
http://dx.doi.org/10.1007/978-90-6704-814-9_3#Sec10

viii Contents

3.4 Data Security Breach Legislation. . . .................... 84
34.1 United States . .. ........ ... ... 84
342 TheNetherlands . . .. ......................... 89

3.5 Consumer Complaint Center. . ... ..................... 93
3.5.1 United States .. ............ ..., 93
352 The Netherlands . . .. ......................... 94

3.6 Cooperative Efforts . .. ........ .. .. .. .. ... .. 95
3.6.1 United States . .......... ... ... 95
362 TheNetherlands . ... ......................... 98

3.7 Computer Emergency Response Teams . ................. 99
371 United States . . ......... ..., 99
3.72 The Netherlands . . . ... ....................... 100

38 Conclusion . . ........ . e 101

4 StateasProvider............. ... ... ... ... .. ... .. ... 105

4.1 Identification Information. . ... ....................... 105
4.1.1 The United States . . . . .............oin..... 106
412 The Netherlands . . .. ........ ... .. ... .......... 107

4.2 Identification Numbers. . .. ... ....................... 112
421 United States . ... ........ ... 112
422 The Netherlands . . .. ......................... 117

4.3 Identification Documents . . ... ....................... 128
43.1 United States . .. .........t .. 129
432 The Netherlands . . .. .......... ... .. ... ...... 136

4.4 Electronic Identification . . . ... ........ ... .. ... ....... 146
441 United States . .. ........ .. 147
442 The Netherlands . . .. ......................... 151
443 Analysis. . . ..o 158

45 Conclusion . . . ..... ... . 159

5 Financial Service Providers . . ... ........................ 163

5.1 Acquisition Process . . . ....... ... ... . i 164
5.1.1 The United States . . ... ........... ..o, 164
5.1.2 The Netherlands . ... ......................... 168

5.2 Application Process . . .. ... ... .. 169
5.2.1 The United States . . . .. ......... ... ... 169
522 The Netherlands . .. ........... ... ... ......... 178

5.3 Consumer Reporting Agencies . ....................... 185
53.1 United States . .. ... 185
532 The Netherlands . ... ............. .. ... ....... 196

54 Account ACHVILY . . . ..ottt 199
5.4.1 United States . .. ........ .. 199
542 The Netherlands . .. .......................... 203

55 Conclusion . .. ... e 209


http://dx.doi.org/10.1007/978-90-6704-814-9_3#Sec11
http://dx.doi.org/10.1007/978-90-6704-814-9_3#Sec11
http://dx.doi.org/10.1007/978-90-6704-814-9_3#Sec12
http://dx.doi.org/10.1007/978-90-6704-814-9_3#Sec12
http://dx.doi.org/10.1007/978-90-6704-814-9_3#Sec13
http://dx.doi.org/10.1007/978-90-6704-814-9_3#Sec13
http://dx.doi.org/10.1007/978-90-6704-814-9_3#Sec14
http://dx.doi.org/10.1007/978-90-6704-814-9_3#Sec14
http://dx.doi.org/10.1007/978-90-6704-814-9_3#Sec15
http://dx.doi.org/10.1007/978-90-6704-814-9_3#Sec15
http://dx.doi.org/10.1007/978-90-6704-814-9_3#Sec16
http://dx.doi.org/10.1007/978-90-6704-814-9_3#Sec16
http://dx.doi.org/10.1007/978-90-6704-814-9_3#Sec17
http://dx.doi.org/10.1007/978-90-6704-814-9_3#Sec17
http://dx.doi.org/10.1007/978-90-6704-814-9_3#Sec18
http://dx.doi.org/10.1007/978-90-6704-814-9_3#Sec18
http://dx.doi.org/10.1007/978-90-6704-814-9_3#Sec19
http://dx.doi.org/10.1007/978-90-6704-814-9_3#Sec19
http://dx.doi.org/10.1007/978-90-6704-814-9_3#Sec20
http://dx.doi.org/10.1007/978-90-6704-814-9_3#Sec20
http://dx.doi.org/10.1007/978-90-6704-814-9_3#Sec21
http://dx.doi.org/10.1007/978-90-6704-814-9_3#Sec21
http://dx.doi.org/10.1007/978-90-6704-814-9_3#Sec22
http://dx.doi.org/10.1007/978-90-6704-814-9_3#Sec22
http://dx.doi.org/10.1007/978-90-6704-814-9_3#Sec23
http://dx.doi.org/10.1007/978-90-6704-814-9_3#Sec23
http://dx.doi.org/10.1007/978-90-6704-814-9_4
http://dx.doi.org/10.1007/978-90-6704-814-9_4
http://dx.doi.org/10.1007/978-90-6704-814-9_4#Sec1
http://dx.doi.org/10.1007/978-90-6704-814-9_4#Sec1
http://dx.doi.org/10.1007/978-90-6704-814-9_4#Sec2
http://dx.doi.org/10.1007/978-90-6704-814-9_4#Sec2
http://dx.doi.org/10.1007/978-90-6704-814-9_4#Sec3
http://dx.doi.org/10.1007/978-90-6704-814-9_4#Sec3
http://dx.doi.org/10.1007/978-90-6704-814-9_4#Sec4
http://dx.doi.org/10.1007/978-90-6704-814-9_4#Sec4
http://dx.doi.org/10.1007/978-90-6704-814-9_4#Sec5
http://dx.doi.org/10.1007/978-90-6704-814-9_4#Sec5
http://dx.doi.org/10.1007/978-90-6704-814-9_4#Sec6
http://dx.doi.org/10.1007/978-90-6704-814-9_4#Sec6
http://dx.doi.org/10.1007/978-90-6704-814-9_4#Sec7
http://dx.doi.org/10.1007/978-90-6704-814-9_4#Sec7
http://dx.doi.org/10.1007/978-90-6704-814-9_4#Sec8
http://dx.doi.org/10.1007/978-90-6704-814-9_4#Sec8
http://dx.doi.org/10.1007/978-90-6704-814-9_4#Sec9
http://dx.doi.org/10.1007/978-90-6704-814-9_4#Sec9
http://dx.doi.org/10.1007/978-90-6704-814-9_4#Sec10
http://dx.doi.org/10.1007/978-90-6704-814-9_4#Sec10
http://dx.doi.org/10.1007/978-90-6704-814-9_4#Sec10
http://dx.doi.org/10.1007/978-90-6704-814-9_4#Sec10
http://dx.doi.org/10.1007/978-90-6704-814-9_4#Sec12
http://dx.doi.org/10.1007/978-90-6704-814-9_4#Sec12
http://dx.doi.org/10.1007/978-90-6704-814-9_4#Sec13
http://dx.doi.org/10.1007/978-90-6704-814-9_4#Sec13
http://dx.doi.org/10.1007/978-90-6704-814-9_4#Sec14
http://dx.doi.org/10.1007/978-90-6704-814-9_4#Sec14
http://dx.doi.org/10.1007/978-90-6704-814-9_5
http://dx.doi.org/10.1007/978-90-6704-814-9_5
http://dx.doi.org/10.1007/978-90-6704-814-9_5#Sec1
http://dx.doi.org/10.1007/978-90-6704-814-9_5#Sec1
http://dx.doi.org/10.1007/978-90-6704-814-9_5#Sec2
http://dx.doi.org/10.1007/978-90-6704-814-9_5#Sec2
http://dx.doi.org/10.1007/978-90-6704-814-9_5#Sec3
http://dx.doi.org/10.1007/978-90-6704-814-9_5#Sec3
http://dx.doi.org/10.1007/978-90-6704-814-9_5#Sec4
http://dx.doi.org/10.1007/978-90-6704-814-9_5#Sec4
http://dx.doi.org/10.1007/978-90-6704-814-9_5#Sec5
http://dx.doi.org/10.1007/978-90-6704-814-9_5#Sec5
http://dx.doi.org/10.1007/978-90-6704-814-9_5#Sec6
http://dx.doi.org/10.1007/978-90-6704-814-9_5#Sec6
http://dx.doi.org/10.1007/978-90-6704-814-9_5#Sec7
http://dx.doi.org/10.1007/978-90-6704-814-9_5#Sec7
http://dx.doi.org/10.1007/978-90-6704-814-9_5#Sec8
http://dx.doi.org/10.1007/978-90-6704-814-9_5#Sec8
http://dx.doi.org/10.1007/978-90-6704-814-9_5#Sec9
http://dx.doi.org/10.1007/978-90-6704-814-9_5#Sec9
http://dx.doi.org/10.1007/978-90-6704-814-9_5#Sec10
http://dx.doi.org/10.1007/978-90-6704-814-9_5#Sec10
http://dx.doi.org/10.1007/978-90-6704-814-9_5#Sec11
http://dx.doi.org/10.1007/978-90-6704-814-9_5#Sec11
http://dx.doi.org/10.1007/978-90-6704-814-9_5#Sec12
http://dx.doi.org/10.1007/978-90-6704-814-9_5#Sec12
http://dx.doi.org/10.1007/978-90-6704-814-9_5#Sec13
http://dx.doi.org/10.1007/978-90-6704-814-9_5#Sec13

Contents ix

6 ConSUuMErS. . .. ... ... e 211
6.1 Consumers as VIiCtims . . . .. ...... ... 213
6.2 Consumer Facilitation . ............................. 214

6.2.1 ‘Voluntary’ Facilitation . . . ........ ... ... ....... 214
6.2.2 Social Engineering . .. ........... .. .. . .. ... 218
6.2.3 ‘Involuntary’ Facilitation . .. .................... 221
6.3 Conclusion . . .......... ..t e 223

7 The Others ... ... ... . . . .. . .. . . 225

7.1 Information Brokers. ... ............. ... .. ... . ... ... 225
7.1.1 United States . .. ... 225
7.1.2 The Netherlands . . .. .......... ... ... ......... 229

7.2 Payment Processors. ... ............ ... .. ... 233
7.2.1 United States . .. ........ ... . ... 233
7.22 The Netherlands . .. ... ........ ... ... ......... 235

7.3 Merchants. . .. ... ... ... 235
7.3.1 United States . .. ... 236
732 The Netherlands . ... ............... ... ....... 238

7.4 Internet Service Providers. . ... ........... .. ... .. ..... 240

7.5 Money Mules . . ... .. ... 243

7.6 Conclusion . . ...... .. ... 246

8 From PiecetoPuzzle........... ... ... ... ... ... ......... 249

8.1 Opportunity Structure of Financial Identity Theft .. ......... 249
8.1.1 Information: Abundance, Availability, Accessibility . ... 249
8.1.2 Function Creep. ... ...... ..., 256
813 FromElitetoMass.......................0.... 260
8.1.4 The Cost (and Profit) of Convenience . . ............ 262

8.2 Countermeasures . . . . ..o v v it ettt e e 264
8.2.1 Increasing the Effort . ... ... ... ... ... ... ....... 265
822 Increasingthe Risk......... ... ... ... ... ... ... 270

83 Challenges . .. ...t 272
8.3.1 Agenda Setting. . .......... ... ... 272
8.3.2 Crowded Policy Space. . . ...................... 274
8.33 Beyondthe State. . . ........ .. .. .. ... . . ... 275
8.3.4 Interdependent Security . ... ........ ... ... ...... 278
8.3.5 Double Edged Swords . . . ....... ... ... ... ... ... 279
8.3.6 Countering Challenges or Challenging

Countermeasures? . . . ... ..o e 280
8.4 Victims . ... ... ... 281
85 Conclusion . . ........ ... e 282

References . .. ... ... ... . . . . . . e e 285


http://dx.doi.org/10.1007/978-90-6704-814-9_6
http://dx.doi.org/10.1007/978-90-6704-814-9_6
http://dx.doi.org/10.1007/978-90-6704-814-9_6#Sec1
http://dx.doi.org/10.1007/978-90-6704-814-9_6#Sec1
http://dx.doi.org/10.1007/978-90-6704-814-9_6#Sec2
http://dx.doi.org/10.1007/978-90-6704-814-9_6#Sec2
http://dx.doi.org/10.1007/978-90-6704-814-9_6#Sec3
http://dx.doi.org/10.1007/978-90-6704-814-9_6#Sec3
http://dx.doi.org/10.1007/978-90-6704-814-9_6#Sec4
http://dx.doi.org/10.1007/978-90-6704-814-9_6#Sec4
http://dx.doi.org/10.1007/978-90-6704-814-9_6#Sec5
http://dx.doi.org/10.1007/978-90-6704-814-9_6#Sec5
http://dx.doi.org/10.1007/978-90-6704-814-9_6#Sec6
http://dx.doi.org/10.1007/978-90-6704-814-9_6#Sec6
http://dx.doi.org/10.1007/978-90-6704-814-9_7
http://dx.doi.org/10.1007/978-90-6704-814-9_7
http://dx.doi.org/10.1007/978-90-6704-814-9_7#Sec1
http://dx.doi.org/10.1007/978-90-6704-814-9_7#Sec1
http://dx.doi.org/10.1007/978-90-6704-814-9_7#Sec2
http://dx.doi.org/10.1007/978-90-6704-814-9_7#Sec2
http://dx.doi.org/10.1007/978-90-6704-814-9_7#Sec3
http://dx.doi.org/10.1007/978-90-6704-814-9_7#Sec3
http://dx.doi.org/10.1007/978-90-6704-814-9_7#Sec4
http://dx.doi.org/10.1007/978-90-6704-814-9_7#Sec4
http://dx.doi.org/10.1007/978-90-6704-814-9_7#Sec5
http://dx.doi.org/10.1007/978-90-6704-814-9_7#Sec5
http://dx.doi.org/10.1007/978-90-6704-814-9_7#Sec6
http://dx.doi.org/10.1007/978-90-6704-814-9_7#Sec6
http://dx.doi.org/10.1007/978-90-6704-814-9_7#Sec7
http://dx.doi.org/10.1007/978-90-6704-814-9_7#Sec7
http://dx.doi.org/10.1007/978-90-6704-814-9_7#Sec8
http://dx.doi.org/10.1007/978-90-6704-814-9_7#Sec8
http://dx.doi.org/10.1007/978-90-6704-814-9_7#Sec9
http://dx.doi.org/10.1007/978-90-6704-814-9_7#Sec9
http://dx.doi.org/10.1007/978-90-6704-814-9_7#Sec10
http://dx.doi.org/10.1007/978-90-6704-814-9_7#Sec10
http://dx.doi.org/10.1007/978-90-6704-814-9_7#Sec11
http://dx.doi.org/10.1007/978-90-6704-814-9_7#Sec11
http://dx.doi.org/10.1007/978-90-6704-814-9_7#Sec12
http://dx.doi.org/10.1007/978-90-6704-814-9_7#Sec12
http://dx.doi.org/10.1007/978-90-6704-814-9_8
http://dx.doi.org/10.1007/978-90-6704-814-9_8
http://dx.doi.org/10.1007/978-90-6704-814-9_8#Sec1
http://dx.doi.org/10.1007/978-90-6704-814-9_8#Sec1
http://dx.doi.org/10.1007/978-90-6704-814-9_8#Sec2
http://dx.doi.org/10.1007/978-90-6704-814-9_8#Sec2
http://dx.doi.org/10.1007/978-90-6704-814-9_8#Sec3
http://dx.doi.org/10.1007/978-90-6704-814-9_8#Sec3
http://dx.doi.org/10.1007/978-90-6704-814-9_8#Sec4
http://dx.doi.org/10.1007/978-90-6704-814-9_8#Sec4
http://dx.doi.org/10.1007/978-90-6704-814-9_8#Sec5
http://dx.doi.org/10.1007/978-90-6704-814-9_8#Sec5
http://dx.doi.org/10.1007/978-90-6704-814-9_8#Sec6
http://dx.doi.org/10.1007/978-90-6704-814-9_8#Sec6
http://dx.doi.org/10.1007/978-90-6704-814-9_8#Sec7
http://dx.doi.org/10.1007/978-90-6704-814-9_8#Sec7
http://dx.doi.org/10.1007/978-90-6704-814-9_8#Sec8
http://dx.doi.org/10.1007/978-90-6704-814-9_8#Sec8
http://dx.doi.org/10.1007/978-90-6704-814-9_8#Sec9
http://dx.doi.org/10.1007/978-90-6704-814-9_8#Sec9
http://dx.doi.org/10.1007/978-90-6704-814-9_8#Sec10
http://dx.doi.org/10.1007/978-90-6704-814-9_8#Sec10
http://dx.doi.org/10.1007/978-90-6704-814-9_8#Sec11
http://dx.doi.org/10.1007/978-90-6704-814-9_8#Sec11
http://dx.doi.org/10.1007/978-90-6704-814-9_8#Sec12
http://dx.doi.org/10.1007/978-90-6704-814-9_8#Sec12
http://dx.doi.org/10.1007/978-90-6704-814-9_8#Sec13
http://dx.doi.org/10.1007/978-90-6704-814-9_8#Sec13
http://dx.doi.org/10.1007/978-90-6704-814-9_8#Sec14
http://dx.doi.org/10.1007/978-90-6704-814-9_8#Sec14
http://dx.doi.org/10.1007/978-90-6704-814-9_8#Sec15
http://dx.doi.org/10.1007/978-90-6704-814-9_8#Sec15
http://dx.doi.org/10.1007/978-90-6704-814-9_8#Sec15
http://dx.doi.org/10.1007/978-90-6704-814-9_8#Sec16
http://dx.doi.org/10.1007/978-90-6704-814-9_8#Sec16
http://dx.doi.org/10.1007/978-90-6704-814-9_8#Sec17
http://dx.doi.org/10.1007/978-90-6704-814-9_8#Sec17

Abbreviations

ACPR
AOL
ATM
BKR
BSA
BSN
CBP
CIA
CIFAS
CPPA
CRA
CRI
CTR
CcvC
DCC
DHS
DMV
DNB
DOJ
DPA
DPPA
DRC
EDPS
EMV
EOUSA
EPIC
EU
FACTA
FATF
FBI
FCRA

Australasian Centre for Policing Research
America On-line

Automated Teller Machine

Bureau Krediet Registratie

Bank Secrecy Act

Burgerservicenummer

College Bescherming Persoonsgegevens
Central Investigative Agency

Credit Industry Fraud Avoidance System
Cable Communications Policy Act
Consumer Reporting Agency

Central Investigation Information Service
Currency Transaction Report

Card Validation Code

Dutch Criminal Code

Department of Homeland Security
Department of Motor Vehicles

De Nederlandsche Bank

Department of Justice

Data Protection Authority

Drivers Privacy Protection Act
Directorate on Law Maintenance, Order and Crime Fighting
European Data Protection Supervisor
Europay, MasterCard, VISA

Executive Office for United States Attorneys
Electronic Privacy Information Center
European Union

Fair and Accurate Credit Transactions Act
Financial Action Task Force

Federal Bureau of Investigations

Fair Credit Reporting Act

xi



Xii

FDIC
FFIEC
FPEG
FTC
GAO
GBA
GLBA
GOVCERT
GPEA
GSA
HEC
HEW
ICAO
ICE
ICT
IDSP
INS
ITADA
ITPEA
ITRC
KLPD
MITB
MITM
MOB
NCSD
NIDS
NIST
NVB
OoCC
OECD
OIG
OMB
OPTA
PNR
RDW
RFID
SAR
SEPA
SNS
SSN
SWIFT
THTC
US-CERT
VbV
VIPS

Abbreviations

Federal Deposit Insurance Corporation

Federal Financial Institutions Examination Council
Fraud Prevention Expert Group

Federal Trade Commission

Government Accountability Office

Gemeentelijke Basis Administratie

Gramm-Leach Bliley Act

Government Computer Emergency Response Team
Government Paper Elimination Act

General Services Administration

Het Expertise Centrum

Health, Education, and Welfare

International Civil Aviation Organization
Immigration and Customs Enforcement office
Information Communication Technology

Identity Theft Prevention and Identity Management Standards Panel
Immigration and Naturalization Office

Identity Theft Assumption and Deterrence Act
Identity Theft Penalty Enhancement Act

Identity Theft Resource Center

Korps Landelijke Politiediensten
Man-in-the-Browser

Man-in-the-Middle

Maatschappelijk Overleg Betalingsverkeer

National Cyber Security Division

National Identification Document System

National Institute of Standards and Technology
Nederlandse Vereniging van Banken

Officer of the Comptroller Currency

Organisation for Economic Cooperation and Development
Office of the Inspector General

Office of Management and Budget

Independent Postal and Telecommunications Authority
Passenger Name Record

Rijksdienstvoor Wegverkeer

Radio-Frequency Identification

Suspicious Activity Report

Single European Payments Area

Social Networking Sites

Social Security Number

Society for Worldwide Interbank Financial Telecommunication
Team High Tech Crime

United States Computer Emergency Readiness Team
Verified by Visa

Versterking Identiteitsketen Publieke Sector



Abbreviations xiii

VPPA Video Privacy Protection Act
WBP Wet Bescherming Persoonsgegevens
WODC Wetenschappelijk Onderzoek- en Documentatiecentrum

WPR Wet Persoonsregistratie
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